Electronic Official Personnel Folder Mé‘;f%en"&

eOPF Quick Reference
For Employees

Online eOPF Self-service Feature for Login ID and
Password Retrieval for New Users

eOPF provides web-based access for Federal personnel to view and print employment
documents. Employees are able to view their own documents through the eOPF
application at . €OPF includes security measures that
ensure the integrity of the system and protection of employee documents.

Your eOPF benefits include:

e |Immediate access to your documents
e Ability to view or print your documents
e Enhanced accuracy, portability, and security of your documents

¢ Increased accountability through an audit trail that tracks who accesses your
documents and the reason why

o Faster and more efficient records transfer between Federal agencies
e Timely and accurate data retrieval for retirement claims processing

Obtain Your eOPF ID and Password, and then Logon to your Account

Accessing eOPF is simple and convenient. To access your eOPF, you need an eOPF ID and
password, which may be retrieved using the eOPF self-service feature. This Quick
Reference document consists of three sections.

Part 1: Obtain Your eOPF ID
Part 2: Create an eOPF Password

Part 3: First Time eOPF Logon

eOPF Quick Reference Employee Self-service ID/Password for New Users
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Part 1: Obtain Your eOPF ID

Step Action Screen Shot

Access your specific agency
eOPF URL at:

https:/leopf1.nbc.gov/usaf/

This is an official United States Government computer system, which may be accessed and used only for official

Government business by authorized personnel. Unauthorized access or use of this computer system may subject
Read the eOPF User wviolators to criminal, civil, andfor administrative action.
Agreement page. All information on this computer system may be intercepted, recerded, read, copied, and disclosed by and to authorized
personnel for official purposes, including criminal investigation. Access or use of this computer system by any person
H whether authorized or unauthorized, constitutes consent to these terms.
1 Click the Accept button.
Signing into this application indicates you have read and accepted the Full Terms and Conditions of Use, and you consent

to secure testing and monitaring.

Signing into this application indicates you have read and accepted the Privacy Policy, and you consent to secure testing
and monitoring.

Signing into this application indicates you have read and accepted the Rules O Behavior, and you consent to secure
testing and menitoring.

Agency Name

——
ACCEPT

eOPF Helpdesk - 00208
eopf_hd@telesishg.com | (866) 275-8518@

From the eOPF Logon page,
click the Request Your eOPF
ID link.

2

From the Request Your eOPF

ID screen, enter the

e Last 5 digits of your SSN

o First 4 letters of your last

name
3 e Date of birth (mm/dd/yyyy)
Last 5 digits of your SSN: (Examphei”
Click the Submit button. 62840) o e P
First 4 betters of your lst name: R W“' CEEaTS.
eOPF Quick Reference Employee Self-Service for New User ID/Password
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Step

Action

The Request Your eOPF ID
page displays stating that your
request has been submitted for
processing.

Click the Click here to return
to logon page link.

Screen Shot
Request Your eOPF ID

Your eOPF ID request has been processed and an email will be sent to you with your eOPF Login ID within the next 60 minutes.
Please make sure you check your spam or junk emall folder If you do not see the email within 60 minutes. If you did not receive
an emall, please contact the helpdesk at stephen.carr@opm.gov for assistance. Please use "Missing eOPF ID eMail” in the
subject and include your Agency, Full Name, your email address, and phone number in the body of the request. For many mail
systems, if you click here, it will start an email for you.

DO NOT INCLUDE YOUR SSN IN ANY CORRESPONDENCE WITH THE HELPDESK.

Your eOPF ID will be emailed to
the email address of record in
eOPF.

Please contact the eOPF Help
Desk if you do not receive an
email with your eOPF ID.

This email Ls bo sobily you that a pequest for your oOFF ID has bewn made.

S0FF 100 AFRLIMS [exaaple) I

If you did sot isieiste this cegueat, plosss costact the belpdesk at BE4-2T5-A518 oz
wopl _bdirelesishg. com for asaistance.

The 20FF syaten Ls isplesssted is acssrdanse with she Privasy Aet of 1974, § 0 8.0, & 553a wa

tien [rom unsutBorined use. Bovewer, as hard as we Ly, somsiimes Lnformatica is
aTroneously red, In aveni an eaployes who accesses his'her perscanel fi Lscowers asotber
perscadls Lnfarna 14 issediakely costact the oOFF Belp Desk (dial BEd-
175=#510 or enail Lhe GEEOE B0 WAL COFECLIve BEASUESd CAB Do LARen
Any smployes wha kn ¥ and ily disclosss personsl informatics per
individusls, ! anor, o A3y pereon of sgescy not ontitled to recedve it
a nisdessasor acd fised.

ir folder, helake
Lepiahq. con) reqa
4

5§ 0 sthar
may be found guilty of

Agereyi MINCY]
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Part 2: Create an eOPF Password

Step Action Screen Shot

From the eOPF Logon page,
click the Request a New
Password link.

1 | susmit | cLear |

This is an offic accessed and usad only for official r L 3 by auth d parsonnal
m“w_dhmmm*mwmﬂmmm B i

Jllm this computer Fyitem intercapeed, recarded, ‘copied, and disclosed by and to suthorized personael for official pumpeass,
including criminal mmmmdﬂmwhmwmﬂwﬂummwu&mm

“mmmmmn—l-ﬂm&-m— d d Rules Of Beh and y
and monitoring.

ity testing

«OPF Helpdesk - 00208

On the Request a New

Password page, enter your: Reiest ah v Bnssarora
e eOPFID
° LaSt 5 dIgItS Of your SSN Purpose: This feature allows you to request your new Password. Please enter information in the following fields.
5 o First 4 letters of your last
name eO0PF 1D:| (M
Click the Submit button. L i oy S (o0
First 4 letters of your last name:

The Request a New

’ Request a New Password
Password page displays
indicating your request has
been submitted for processing. Your password request has been processed and an email will be sent to you with a temporary token and instructions to reset
your password. Please make sure you check your spam or junk email folder. If you did not receive an emaill, please contact the
. . helpdesk at stephen.carr@opm.gov for assistance.
Click the Click here to return
to Iogon page link. DO NOT INCLUDE YOUR SSN IN ANY CORRESPONDENCE WITH THE HELPDESK.

3 Note: If your information fails to
be verified, you receive a [Mmmm-ﬂm ]
message stating that your
information does not match the
information in the eOPF system
and you should contact the
eOPF Help Desk.

eOPF Quick Reference Employee Self-Service for New User ID/Password
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Step

Action

An email is sent with a
password reset link, a token,
and instructions to the email
address of record in eOPF. The
token is valid for 15 minutes.

Click the URL link.

Please contact the eOPF Help
Desk if you do not receive an
email with your password reset
link, etc.

Screen Shot

This email fs to notify you that a request to change your oOPF password has been made.

Ploase click on the link below. You will be asked to provide your username and the 12 digit token below.
Flease note that token expires within 15 minutes of sending this emaily

[

URL: hitps://eopl.nbo.gov/agency/ChangePagsswordRequost aepx (exanple)
Token: 12AZ3F583ASD43 (example)

If you did not initfate this change, please contact the heolpdesk at 866-275-8518 or copf_hd¥telesishq.com for
assistance.

The eOPF systes is implesented in sccordance with the Peivacy Ast of 1974, 5 U.2.C. 4 552a te safeguard informatien
from unauthorized use. However, as hard as we try, sometimes information is erromeously stored. In the event an
employee who accesses his/her personnel file discovers amother persondbs information in their folder, hefshe should
immediately contact the oOPF Molp Desk (dial BE6-275-8518 or omail eopf_hditelesishq.com) regarding the error so that
corrective measures can be taken. Any employec who knowingly and willfully discloses personal information pertaining
to other individuals, in any manner, to any person or agency not entitled to receive it, may be found guilty of a
misdemearor and fined.

Agency: MGENCY]

The link opens the Reset Your
Password screen. Type in
your eOPF ID.

Copy the token from the email
and paste it into the Token
field.

Click the Submit button.

Reset your password

Please enter your eOPF 1D and Token to Reset your password,
Note: The token will expire within 15 minutes of requesting your password.

SOPF ID :
Tokén ©

Cancel

The Please reset your
password page displays.

Enter a password that meets
your agency’s security
guidelines in the New
Password field, then again in
the ReType Password field.

Click the Reset Password
button, which will bring you
back to the eOPF Logon page.

You are ready to log in to
eOPF! Continue with Part 3.

Please reset your password

Purpose: Please enter 3 néw
passwond, vou will Be redirectad to the LOgon pade, Lse your

Note: Password must contain at least one upper-case letter, one lower-case letter, one number and one
special character and must be at keast 12 characters in length.

Hew Password
ReType Password :

Rasat Passwoid

Camcal

eOPF Quick Reference
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Part 3: First Time eOPF Logon

Step Action Screen Shot

Enter your eOPF ID and
password on the eOPF
Logon page.

Click the Submit button.

AFB12345

1 T [(supssr| cLEAR

"-.'.'J..-.‘.!'.'—.;ms. computar iy m‘ﬁ.-‘:a‘::m..:_..—-—- Bunnens by authirized gerscanet

= -ﬂ““qwﬁ._ﬂﬂ.ﬁ-ﬂ“_‘h-j

#ﬂﬂ - DOT0E
The Select and answer Select and answer your security questions

your security questions : _ _ _ _
screen displays. Select i W Pl e 0o el b el e e e e e

. list of Personal
questions from the drop-
down menu, then answer

Email Address: [ JAMESIONESIHEGMAIL.COM

. . ]
the questions in the blank [J Check here, if you are using assistive technalogy? (ex: Screen Reader)
fields on the right. Security [
question answers are not et o RO R
Va“dated for format or Personal Question 1: |:nma:mywynumwspm.aqurﬁc.mt¢nr’ ] [Houston ]
2 t . t t Personal Question 2: | What 15 the mudcie nama of your cidest chid” ] [anges |
correctness (i.e. state, o TS & = |
numbers, or dates).
Maximum length for an Ipdesk Verif
. Please select and three unique helpdesk from the li: ded below.
answer is 35 characters. SRSl (et s ool of your st car? [[Sertemter i
. ipdesk Question 21 [In what city or town did your mother and fathar meet? wf[1-1-1088 ]
To start over, click the Question3: [Wrat s you sream car? N = ]

Reset button. Note: Answers to the above questions are required to procsed into eOPF. Clicking Cancel will exit you out of the application.

Submit  Reset = Cancel

eOPF Quick Reference Employee Self-Service for New User ID/Password
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Action

Screen Shot

You also have the ability to
create custom questions for
Personal Questions;
however, custom questions
cannot be created for
Helpdesk Questions.

Click the drop-down menu
and select Write your
question. A blank Specify
your Question field is

3 added, allowing you to type
your custom question.
Click Add.

Once a custom question is
created, it will always be
listed in the drop-down
menu. Maximum length for
a question is 100
characters. There is no
limit to the number of
custom questions you may
create.

Select and answer your security questions

Purpose: The following security questions will be usad to verify
answers using My Profile’ after you logi
st of Personal Questions.

your idantity if you fongat your password or 2OPF ID. You can modify the
You can create your custom questions and provide answers. The custom questions are added to the

EI’I\HIM&SS_ J-\ _:(.J\ 5~‘S BGM -\__.L_
| Chveck here, nvouaremgawwetedmoloqwtu Screen Reader)

Personal Questions
Please select and answer three unique personal questions from the list provided below.
Personal Question 1:

n what city did you mest your Spouse/sgniicant other?

Personal Question 2: jdbe name of your oldest chisd?

v| |Angels

Personal Question 3: || Wrie your queston = ([

[za)

Specify your Question: [ What is my favorie takeout foed?

Ipdesk Verification O
Please select and answer thm unlqoe helpdesk ﬂnes!lom frnm dle I.-ﬂ mdﬂl below
Helpdesk Question 1:

WWhat 15 the colo car?

w| |Sepsmmbar

Helpdesk Question 2:
Helpdesk Question 3:

n what city of town did your mother and father meet? vl [

What is your dream car? v| [Corvette

Note: Answers to the above questions are required to procesd into e0PF. Clicking Cancel will it you out of the application.

Submit  Reset  Cancel

A confirmation message
states, “Your question is
added to the Personal
questions list.”

Select the drop-down menu
arrow again and choose
your newly created
question. Type your answer
4| in the blank field to the
right.

Select and answer your security questions

Pheann nelect and anved
Penonal Question 1:

Parsanal Question T;

Peranal Question l:L"-

Helpidesk Verilioation Qusstions
Pleaun uebocd jndjnmrlhm'mlthmmmlbﬂtlm-uu-w pﬂudd-d beaborm,

Helpdesh Guestios iz |VWhat mas prar chidhocd o
Helpdek Queation ; d ph ] =
Helpdeck Question 31 | What mas pour chidbocd phone mumber ncluding anes code ¥ e

MRS Arcwers 5 [0 Al QUERIONE e fequined 10 (roobed IFln SOPF, Cheking Cands will ext you out of e Applaation

Subimis Hewe Cancel
To save, click the Submit Helpdesk Quastion 1 || VNt (§ 1 £40 OF yOur IS £a7 e || Septumer
button below the questions Halpdesk Question 2: | In what city of 1own did your mothes and father mesc? v] [1-1-1oas
' Helpdesk Question 3: [ Wnat is your dream car? v] [corvete
5 Note: Answers to the above questions are required to proceed into e0PF. Clidking Cancel will exit you out of the
Resst Cancel
eOPF Quick Reference Employee Self-Service for New User ID/Password
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Action Screen Shot

The Rules of Behavior
page displays. Read the FOR ENTERPRISE HUMAN RESOURCES INTEGRATION'S ¢HR SYSTEM
ru |eS an d Cl |Ck the Accept The EHRI project office is responsible for ensuring an adequate bevel of protection and secursty is afforded 1o the ¢HR system. The requisite level of protection and

security is accomplished through an appropriate mix of techaical, administrative, and managerial comrols including wrinen guidance. Because wrinen guidance
butto n cannot cover every commgency, the following Rules of Behavior are provided 1o further stipalate the responsibility of the users of the eHR System

All persons must understand that these Rules of Behavior ase based on Federal laws and regulation and, as such, there are consequences for violation of these rules.
Depending on the severity solarion, as the discretion of management and wid e process of law, consequences can include: reprimand, removal of access
pravileges; suspension, demotion, of terminatien from work; and eriminal and civil penalties

Rules of Behavior
I understand that, when using the «HR System, I am personally accountable for my actions and that [ mst

6 1. Prot sce with the Privacy Act of 1974

: pomnt-of-contact mu
2 of sensitive inform:

Comply with i 2 r compromising {copy, distribute, manipulate, etc ) software of this system
Ensure all charges to «HR System components and data are done cnfiguration control procedures;
1. Use government equipment in accordance with my site’s'Agency’s policies and proceduses;

‘
6
§. Repon security incid
9
0

I that all conditions and imposed upon me by these rules apply &

g the time [ am pranted access to this system regardless of location.

1 understand that the EHRI project
these Rules of Behavior

The screen refreshes and Welp | FAQ Home
takes you to the eOPF Welcome to the eOPF System
Welcome page. That's it! Introduction:

My eOPF

YOU a Fe N eO P F . My Profile The eOPF System contains electronic copies of the documents that make up your Official Personnel File. Your

Print Status €OPF may not contain copies of all documents that were created, as many of these documents have not been
scanned in yet. If you have questions concerning the technical aspects of the eOPF, email the eOPF administrator

F rom th iS page , you Ca n Logout (a;)iogppféag;nl:ene-iznmdg}o’va.tPtI:sg;;ztzftl;:;zgg\ug «database will be reset to the original default settings daily
navigate eO P F With the Questions concerning specific personnel actions should be sent to the appropriate HR. representative.
7 buttons on the left. ———

User Info:
Email: Stevens.Ron@xyz.com
Emergency Data last updated on:1/1/2000

From the eOPF Welcome Screen, you can:

e View your entire eOPF by clicking the My eOPF tab.
[ )

Search for specific documents within your eOPF by clicking on the Search eOPF
tab.

e Change your eOPF preferences by clicking on the My Profile tab.

Need Assistance?

For technical assistance, select the Help link from the upper-right corner of any eOPF
screen, or contact the eOPF Help Desk:

Email: eopf _hd@telesishq.com
Phone: 1-866-275-8518

eOPF Quick Reference Employee Self-Service for New User ID/Password
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